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Payment Card Security Policy 
 

 

Policy Statement 
 
Accepting	 payments	 by	 credit	 or	 debit	 card	 is	 very	 convenient	 and	 one	 of	 the	 most	 recognized	
methods	of	payment.	If	utilized	safely,	it	can	enhance	the	revenue	stream	of	a	unit/	department.	By	
being	approved	to	use	this	method,	each	unit/department	is	responsible	for	the	associated	risks	of	
fraud	and	identity	theft.	
	

Reason for Policy/Purpose 
 
This	 document	 and	 additional	 supporting	 documents	 represents	 The	 University	 of	 Southern	
Mississippi’s	policy	to	prevent	 loss	or	disclosure	of	customer	 information	 including	payment	card	
data.	Failure	to	protect	customer	information	may	result	in	financial	loss	for	customers,	suspension	
of	credit	card	processing	privileges,	c

 
The	 University	 of	 Southern	 Mississippi	 Payment	 Card	 Security	 Policy	 applies	 to	 all	 faculty,	 staff,	
students,	 organizations,	 third‐party	 vendors,	 individuals,	 systems	 and	 networks	 involved	 with	
payment	 card	 handling.	 This	 includes	 transmission,	 storage	 and/or	 processing	 of	 payment	 card	
data,	in	any	form	(electronic	or	paper),	on	behalf	of	The	University	of	Southern	Mississippi.	
 

Website Address for this Policy 

 

Current Revision Date:  N/A 
Next Review Date:    7/1/2017  
End of Policy Date:   N/A  

Policy Number:    ADMA-BUS-009 
Status:       Effective 
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Definitions 
Payment	Card	
Industry	Data	
Security	Standards	
(PCI	DSS)	

The	 security	 requirements	 defined	 by	 the	 Payment	 Card	
Industry	Security	Standards	Council	 and	 the	5	major	Payment	
card	Brands:	Visa,	MasterCard,	American	Express,	Discover,	and	
JCB.	 These	 security	 requirements	 apply	 to	 all	 transactions	
surrounding	 the	 payment	 card	 industry	 and	 the	
merchants/organizations	 that	 accept	 these	 cards	 as	 forms	 of	
payment.	Further	details	about	PCI	can	be	found	at	 the	PCI	Security	
Standards	Council	Web	site	(https://www.pcisecuritystandards.org)	

	 	
Cardholder	 Someone	who	owns	and	benefits	from	the	use	of	a	membership	

card,	particularly	a	payment	card.	
	 	
Cardholder	Data	
(CHD)	

Those	elements	of	payment	card	information	that	are	required	
to	 be	 protected.	 These	 elements	 include	 Primary	 Account	
Number	 (PAN),	 Cardholder	 Name,	 Expiration	 Date	 and	 the	
Service	Code.	

	 	
Primary	Account	
Number	
(PAN)	
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Forms/Instructions  
 
Annual	Merchant	Survey	Renewal	
Department	Policy	Template	
 

Appendices 
 
N/A 

 
Related Information 
 
Administration	and	Department	Procedures	
Information	Security	Incident	Response	Plan	
Department	Payment	Card	Responsibilities	
 
History 
 
New policy instituted in 2016. 
Amendments: N/A 
  




